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Before AGI
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My system runs this specific 

protocol and behaves in this 

particular way.

* AI generated



After AGI
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My system evolves over time; 

it observes my (and others’) 

data and learns!

* AI generated



Security and Privacy of Heterogeneous 
Collaborative Systems     
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● Handle participants/systems of different capabilities

○ Different trust levels, resource availability, actor types 

(conventional vs. agentic), etc.

● How to account for these discrepancies in:

○ Private computing.

○ Trust distribution.

○ Capability delegation.

○ …



Ingredients …
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MPC
FHE

ZKP
Controlled 
Delegation

Physical 
Assumptions



Weighted (Fluid) MPC
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● Participants have weights reflected on the shares they 
receive ⇒ VWRSS scheme.

● Participants can come and go based on resource availability 
⇒ committee-based MPC with handover.

*G. Almashaqbeh and S. Ghude, MPC with Weighted and Fluid Participation, 2026.

Committee 1 Committee 3Committee 2



Weighted (Fluid) MPC
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● This “diversity” would enable: capturing advereray evolution, 
enforcing human in the loop, …

● How does it behave in practice?

*G. Almashaqbeh and S. Ghude, MPC with Weighted and Fluid Participation, 2026.

Committee 1 Committee 3Committee 2



Fully Homomorphic Encryption (FHE)
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● I/O Verifiability?!
○ Input: satisfy specific properties + ciphertext 

well-formedness ⇒ ZKP
○ Output: computation correctness ⇒ ZKP or consensus

Encrypt Prove Compute Prove

*R. Solomon, and R. Weber, smartFHE: Privacy-Preserving Smart Contracts from Fully Homomorphic Encryption, IEEE 
EuroS&P 2023.



Efficiency and Usability ⇒ Parasol Compiler

9*R. Weber, R. G. Almashaqbeh, and R. Solomon, Parasol Compiler: Pushing the Boundaries of FHE Program Efficiency, 
IEEE S&P 2026.

FHE Compiler<C> 
Program

Highly 
Efficient 

FHE 
Program



Efficiency and Usability
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FHE Compiler<C> 
Program

Highly 
Efficient 

FHE 
Program

● How about more? 
○ Scheme switching.
○ Weighted threshold FHE.



Controlled Delegation
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● I trust you but not so much :) 
○ Timed, anonymous, revocable and policy-compliant 

delegation.
● Accountability?! Do not blame me, blame the AI agent…
● More functionalities?

*G. Almashaqbeh and A. Nitulescu, Anonymous, Timed and Revocable Proxy Signatures, in ISC 2024.

Manage my email account while I am away



Polymer-based Cryptography

12

● Anchoring AGI to physical assumptions.
○ Bro, it is not personal; it is just how it works!

*G. Almashaqbeh, R. Canetti, Y. Erlich, J. Gershoni, T. Malkin, I. Pe’er, A. Roitburd-Berman, E. Tromer, chainboost: A 
secure performance booster for blockchain-based resource markets, in Eurocrypt 2022

Protein-based consumable memory gadgets.

protein-m

header
(or key)

antibodies

Synthesize m

Mix with decoy proteins



Polymer-based Cryptography
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● Anchoring AGI to physical assumptions.

Protein-based consumable memory gadgets.
To retrieve m, first purify

then read the sequence

SYRGAA …

Amino acids

m



Polymer-based Cryptography
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● Anchoring AGI to physical assumptions.

n inputs n outputs

One input One output

(1,n)-time programs.



Wait, how to define security? 
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Thank you!

Questions?
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