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Customer Merchant
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Customer Merchant
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Customer Merchant

The Merchant could fail to provide the service 
and keep the customer’s money
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Customer Merchant

The Customer could fail to pay after the 
merchant has provided the service
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Customer Merchant

I did not like this movie, I 
just watched the first 30 min!



Micropayments
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Challenges
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Aggregate the small payments into 
few larger ones!



Micropayment Channels
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Micropayment Networks
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Probabilistic Micropayments
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● A solution to aggregate tiny payments.
● Dated back to Rivest [Rivest, 1997] and Wheeler [Wheeler, 1996].



Centralized Probabilistic Micropayments
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Rivest’s Scheme - Setup
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Rivest’s Schemes - Payments
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Drawbacks - Centralization!
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Decentralized Probabilistic Micropayments
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MICROPAY1  - Setup
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MICROPAY1 - Payment
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MICROPAY1 - Lottery
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MICROPAY1 - Issues
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DAM 
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MicroCash 
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MicroCash in a Nutshell
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Two escrows: 
payment and penalty.

Produce lottery draw 
number for each 

round.

Lottery does not require 
any interaction with the 

customer.

One round of 
communication.

Keep each ticket until 
its lottery draw time.

Winning tickets must 
be claimed before 

they expire.



Lottery Ticket Issuance
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The lottery Protocol
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Penalty Escrow
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● Used to defend against ticket duplication.

○ Equals at least the additional utility a malicious customer obtains over an honest. 

Theorem. For the game setup of MicroCash, issuing invalid or duplicated lottery tickets 
is less profitable in expectation than acting in an honest way if:



MicroCash - Issues
● Not fully compatible with any of the cryptocurrencies out 

there.

● To address double spending (and similar to DAM), the set of 

merchants that can be paid by using an escrow must be set 

in advance.

● Works in the random oracle model.
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