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But … Are They Secure?!
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Threat Modeling and Cryptocurrencies
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ABC: Asset-Based 
Cryptocurrency-focused Threat 

Modeling Framework*



What is ABC?
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ABC Steps
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Step 1: System Model Characterization
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Step 1: Running Example Application
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Step 2: Threat Category Identification
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Step 2: Running Example Application I
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Step 2: Running Example Application
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Step 2 - More
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Step 3: Threat Scenario Enumeration 
and Reduction
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Collusion Matrix
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Step 3: Running Example Application
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Target
Attacker 

Client Server Client and Server

External

Clients cannot be  
targets because 
they do not serve 
others.

Servers and external 
cannot attack because 
they do not ask/pay for  
service.

Reduced to the case of 
attacking servers only, 
clients do not serve 
others (cannot be 
targets).

Server

Server and External

Client (1) Refuse to pay after 
receiving the service.
(2) Issue invalid payments.

Client and External Reduced to the case of an 
attacker client. A client 
does not become stronger 
when colluding with other 
servers or external 
entities.

Server and Client

Client, Server, and 
External

Service Theft Threat Collusion Matrix



Step 4: Risk Management and Threat 
Mitigation
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An Iterative Process
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