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Decentralized Services
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Challenges
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Cryptocurrencies and Blockchain Technology
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Examples
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Service Type Traditional Solution Blockchain-based 
Solution

Payments Banks Bitcoin

File storage Dropbox Filecoin

Content distribution Akamai CacheCash

Key management 
system

Azure Key Vault NuCypher
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Problem solved?!
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A Design Framework for Distributed 
Resource Markets 
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Viability Assessment
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Threat Modeling
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Unique Issues of Decentralized Resource Markets
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Unique Issues of Decentralized Resource Markets
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Unique Issues of Decentralized Resource Markets
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Cryptographic and Economic Security Measures
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Optimize for Efficiency
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Iterate as Needed
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